EUROPEAN SECURITY AND

HNDGS

393110) N30

~
=)
=
—
m-
<
Laal
™
[ —
=
=
-~
(228
m
=
b
Laal

SECURITE ET DE DEFENSE

Annex C
Tentative Training Program
Training Periods
DAY TRAINING OBJECTIVES
FROM UNTIL
08:30 09:15 General Brief: Location — Security — Health Care
09:25 10:10 Training Objectives — Introduction
10:20 11:05 OSINT Principles - Definitions
24 Jun 11:15 12:00 OSINT Principles - Definitions

12:00 12:30 Coffee Break

. . E.U-National Intelligence Service Agencies
12:30 13:15 - OSINT By level Of Command
13:25 14:10 Type of sources - Sources Evaluation
14:20 15:00 Type of sources - Sources Evaluation
08:30 09:15 Computer Networks

PC (Windows shortcuts, tools, software

09:25 10:10 g .
configuration)
10:20 11:05 Internet — Legend Accounts
11:15 12:00 Browsers (Add ons)
25 Jun 12:00 12:30 Coffee Break
12:30 13:15 Browsers (Add ons)
13:25 14:10 Site framework (exploitation)
14:20 15:00 IP tools (practice)
08:30 09:15 Search Engines (Simple, Me_tasearch, Clustering,
loT) (Practice)
09:25 10:10 Google Operators — Advance Search (Practice)
10:20 11:05 Google Operators — Advance Search (Practice)
11:15 12:00 OSINT Tools (VM, Linux Based Tools)
26 Jun
12:00 12:30 Coffee Break
12:30 13:15 OSINT Tools (VM, Linux Based Tools)
13:25 14:10 Multimedia tools, Misc Internet tools
14:20 15:00 Basic Internet sites, Deep Web (Practice)

27 Jun 08:30 09:15 Social Media (Exploitation)
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Social Media (Exploitation)

09:25 10:10
10:20 11:05 Social Media (Exploitation)
11:15 12:00 Social Media (Exploitation)
12:00 12:30 Coffee Break
12:30 13:15 Social Media (Exploitation)
13:25 14:10 Social Media (Exploitation)
14:20 15:00 Social Media (Exploitation)
08:30 09:15 Social Media (Exploitation)
09:25 10:10 Social Media (Exploitation)
10:20 11:05 Social Media (Exploitation)
11:15 12:00 Email Services — Email Security
28 Jun
12:00 12:30 Coffee Break
12:30 13:15 Metadata (Exploitation)
13:25 14:10 Introduction to Thinking- Systems of Thinking
14:20 15:00 Human Memory — Mind Sets
08:30 09:15 Cognitive Biases
Structure Approach to OSINT Collection:
09:25 10:10 Understand the intelligence requirements — Content
Analysis (Critical Thinking)
10:20 11:05 Structure Approach to OSINT Collection:
) ) Content Analysis (Creative Thinking)
Structure Approach to OSINT Collection:
11:15 12:00 Problem Decomposition — Brain Storming
1 July Mind Map — Semantic Map — Practice
12:00 12:30 Coffee Break
Structure Approach to OSINT Collection:
12:30 13:15 Problem Decomposition — Brain Storming
Mind Map — Semantic Map — Practice
13:25 14:10 Query Lists — Critical reading
14:20 15:00 Data Collection — Delivery of Results
08:30 09:15 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
09:25 10:10 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
10:20 11:05 Work Teams in resean:ch on a |_'eal case (Case study-
2 July Major exercise)
. . Work Teams in research on a real case (Case study-
11:15 12:00 . .
Major exercise)
12:00 12:30 Coffee Break
12:30 13:15 Work Teams in research on a real case (Case study-

Major exercise)
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13:25 14:10 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
14:20 15:00 Work Teams in resean:ch ona |_'eal case (Case study-
Major exercise)
08:30 09:15 Work Teams in resean:ch ona |_'eal case (Case study-
Major exercise)
09:25 10:10 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
10:20 11:05 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
11:15 12:00 Work Teams in resean:ch ona |.'eal case (Case study-
Major exercise)
3 July 12:00 12:30 Coffee Break
12:30 13:15 Work Teams in resear.ch on a |:eal case (Case study-
Major exercise)
13:25 14:10 Work Teams in resear_ch on a |:eal case (Case study-
Major exercise)
14:20 15:00 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
08:30 09:15 Work Teams in resean:ch on a |_'eal case (Case study-
Major exercise)
09:25 10:10 Work Teams in resear.ch on a |:eal case (Case study-
Major exercise)
10:20 11:05 Work Teams in resear.ch on a |:eal case (Case study-
Major exercise)
. . Work Teams in research on a real case (Case study-
4 July 11:15 12:00 Major exercise)
12:00 12:30 Coffee Break
12:30 13:15 Presentations of an OSINT product (Preparation)
13:25 14:10 Presentations of an OSINT product (Preparation)
14:20 15:00 Presentations of an OSINT product (Preparation)
08:30 09:15 Presentations of an OSINT product (Teams)
09:25 10:10 Presentations of an OSINT product (Teams)
. . Course Recap -
4 July 10:20 11:05 Training Evaluation Form
. . Course Recap -
11:15 12:00 Training Evaluation Form
12:00 14:00 Graduation Ceremony




